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CISA4390-Networking Project Information – Physical devices in room SE1-207 

NOTE: The ISP and  WAN devices are preconfigured  

 

 

Bay2 and Bay6, there are 48-port Cisco 3650 switches one labeled ISP and one labeled WAN. They are configured as 
described in the diagram below. 
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With the ISP switch, the odd ports are configured with 192.168.1.1/30 and even ports are with 192.168.1.5/30.  The ISP 
switch is configured with BGP 777.20 to peer with enterprise BGP ASN 65001.  The 192.168.1.0/30 link is authenticated 
with password “Skills4310-BCIT”. The second link over 192.168.4.0/30 peering is not authenticated. 

You are to configure an HQ site with 64x /C subnets for IPv4 and IPv6.  HQ site is dual connected to the WAN and to the 
ISP.   The enterprise have 2 branch sites; Br1 has 32x /C and Br2 with 16x /C. 

HQ LAN site configuration provides an opportunity for you to demonstrate structured LAN design concept acquired in 
CISA3310 course with VLANs, STP, EtherChannel’s, HSRP.  If you are completing this project is on the hardware devices, 
you may use the switch modules inserted into R1, R2, and R3.  All three routers have 8-port or 4-port Ethernet switch 
modules inserted into it.  These switch modules CANNOT be configured as the routed-port with “no switchport” 
command; therefore, to assign IPv4 or IPv6 addressing information into it, you need to configure SVIs and assign 
addressing.  If you are using virtual devices, there is no limitations for the number of switches to complete the project. 

With CISA3310 course, you configured Data, Voice, Wireless, Guest, Mgmt, Native, and ParkingLot VLANs 

   

To demonstrate the skills acquired CISA4310 course, you will first configure a private WAN between the three sites; with 
dual hub single-cloud DMVPN connectivity between the sites.  Then provide Internet connectivity with BGP for the 
enterprise. 

  

For network management and services skills demonstration, you may configure a Linux host for secure 
management access of the devices and some automation.  You may use the Linux host installed on an external 
hard drive and connect through the USB-3 port. 

  



Summary of the Project 
The team designed an enterprise network using physical devices for BlueSky. First, the team created a topology 

and the IP addressing scheme for the network. After that, we chose which hardware devices that we will be using and 
chose which configuration and protocols we are going to apply for the network. We then connected all the cables to the 
routers and switches and started configuring those devices. For the Site1 where R1, R2 and S1 are located, we configured 
the inter switch link as trunk ports because R1 and R2 do not support EtherChannel configuration. We then configured a 
DataVLAN, VoiceVLAN, ServerVLAN, WlessVLAN, GuestVLAN, MgmtVLAN to R1 and configured VLAN 999 as the native 
VLAN to avoid VLAN hopping. The VLANs are configured with VLAN Trunking protocol where R1 and R2 are the servers 
and those VLANs will be distributed to S1 automatically. For S1 we configured trunking and changed the native VLAN to 
999 and multiple inter switch link connected to R1 and R2. Finally, all the IP addresses were assigned to the VLANs and 
interfaces according to our IP addressing design. 

The team decided to configure a HSRP for high availability by providing a single virtual default gateway for each 
VLANs for the HQ site between R1 and R2 where the R1 will be the active router and the R2 will be the standby router 
meaning when the R1 becomes unavailable the R2 will take over and became the active router and when the R1 goes 
back the R1 will became an active router and R2 will became a standby router. 

The team configured Dual Hub Dynamic Multipoint Virtual Private Network (DMVPN) for R1, R2, R3, and R4 
connected to the WAN. The R1 and R2 were configured as hub routers with static IP addresses, while the R3 and R4 were 
configured as spoke routers that receive their WAN IP addresses through DHCP. Configuring DMVN is quite complicated 
as we needed the underlay connection to work first before configuring DMVPN tunnels and overlay. After configuring the 
underlay and overlay, encryption was applied for site-to-site communication for privacy and security, but due to 
hardware limitations were unable to configure encryption in R3.  

For dynamic routing protocol the team chose OSPF over EIGRP. OSPF is an open-standard protocol that supports 
vendor interoperability and is the industry standard that is recognized across all major hardware vendors, making it 
suitable for multi-vendor environments. Even though in this project we use Cisco hardware devices I still chose OSPF for 
scalability since we can use different vendor device.  

To make the network reach the internet the team configured a Border Gateway Protocol (BGP) in R1 and R2 to 
make a neighbor adjacency with ISP. And the LAN and Management PC can reach the internet and configure the BGP for 
R3 to reach the internet via tunnel through R1. Configuring R3 to be able to reach internet is challenging as we need to 
configure a path to R1. 

And lastly, we configured SSH on R1, R2, R3 and R4 for secured remote connection using a Management PC 
installed with LinuxOS via LAN from S3 connected to R4. 

Completing this project is a huge milestone for our team. As we learn how to configure an enterprise network 
that we can share to our future co-workers and add it to our portfolio. 

 

  



Network Topology: 
 

 
 

  



IP addressing design 
LAN sites: 172.3.0.0/16 and 2001:172:3::/48 

BS-Site1-LAN  172.30.0.0/18 2001:172:3:0::/58 
R1 Loopback 1 172.3.63.254/24 2001:172:3:2F::FE/64 
    
R2 Loopback 1 172.3.62.254/24 2001:172:3:2E::FE/64 
    
BS-Site2-LAN  172.3.64.0/19 2001:172:3:30::/59 
R3 G0/0/1 172.3.64.254/24 2001:172:3:30::FE/64 
 Loopback 1 172.3.95.254/24 2001:172:3:4F::FE/64 
    
BS-Site3-LAN  172.3.96.0/20 2001:172:3:50::/60 
R4 G0/0/1 172.3.96.254/24 2001:172:3:50::FE/64 
 Loopback 1 172.3.111.254/24 2001:172:3:5F::FE/64 

 
Inter-VLAN Addressing: 172.3.0.0/16 and 2001:172:3::/48 

HQSite1-VLANs  172.3.0.0/16 2001:172:3::/48 

R1    
 VLAN 10 172.3.10.253/24 2001:172:3:10::FE/64 
 VLAN 11 172.3.11.253/24 2001:172:3:11::FE/64 
 VLAN 12 172.3.12.253/24 2001:172:3:12::FE/64 
 VLAN 13 172.3.13.253/24 2001:172:3:13::FE/64 
 VLAN 14 172.3.14.253/24 2001:172:3:14::FE/64 
 VLAN 15 172.3.15.253/24 2001:172:3:15::FE/64 
    
R2    
 VLAN 10 172.3.10.252/24 2001:172:3:10::FD/64 
 VLAN 11 172.3.11.252/24 2001:172:3:11::FD/64 
 VLAN 12 172.3.12.252/24 2001:172:3:12::FD/64 
 VLAN 13 172.3.13.252/24 2001:172:3:13::FD/64 
 VLAN 14 172.3.14.252/24 2001:172:3:14::FD/64 
 VLAN 15 172.3.15.252/24 2001:172:3:15::FD/64 
    

 

IPv4 WAN Major Network = 160.3.0.0/16 

R1   DHCP Exclusion 
 G0/0/1 161.2.1.1/24 161.2.1.1 - 160.3.1.100  

R2    

 G0/0/1 161.2.2.1/24 161.2.2.1-161.2.2.100 

R3    

 G0/0/0 DHCP 161.2.3.1-161.2.3.100 

R4    
 G0/0 DHCP 161.2.4.1-161.2.4.100 



 

IPv4 DMVPN Major Network = 10.3.0.0/16 and 2001:10:3::/48 

R1    
 Tunnel 0 10.3.1.1/24 2001:10:3:1::1/64 
R2    
 Tunnel 0 10.3.1.2/24 2001:10:3:1::2/64 
R3    
 Tunnel 0 10.3.1.3/24 2001:10:3:1::3/64 
R4    
 Tunnel 0 10.3.1.4/24 2001:10:3:1::4/64 

 

  



Screenshots 

 

 

 
 

 

 

 

 

Etherchannel Configuration: 



R1 and R2 switch modules NM-4ESW are not supporting EtherChannel configuration, so I will configure the inter switch 
links only as trunk 

 

 



 
 

VLAN and distribute the VLANs with VTPv3. 

 



 

 
 

 

 



 

The VLANs spreads in the entire network using VTP 

 

 



 
 

MST configuration 

  

 

 
 



IP assignment 

 

 



 

 

 



 
HSRP Configuration 

 
  



DMVPN Configuration 

 



 



 



 
 

DMVPN Tunnel Encryption 

 



 
 

 
The R3 router doesn't support the IPsec encryption due to hardware limitations 

 

 

 

OSPF Routing Configuration 



 

 

 

 



 
 



 



 



 
 



 

 



 

 
 

 

 

 



  



 

TCLSH Verifications 

Underlay verification 

 

 

 



 
 

 

  



Overlay configuration 

 



 



 
 



 
 
 

 

 

 

 

 

 

 

 

 

 

LAN verification 



 



 



 



 
  



WAN Configuration 

 
DHCP Configuration for WAN 

 
 

 

 

 

 

 

 

BGP Configuration 



 



 



 





 
 



 

 
 



Management VLAN15 PC can ping the network and internet 

 



 
 

 

 

  



Linux Pings and SSH to R1, R2, R3. R4 

 
  



Bay5Pod1 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ISP and WAN 
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